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The emergence of Industrial Internet of Things (IIoT) technologies has significantly heightened societal and 
research interest in fortifying the security and resilience of manufacturing systems, especially in the context of 
industrial control. Within manufacturing systems, cyber-physical attacks exploit cyber network vulnerabilities 
to compromise operations, ultimately causing physical damage. However, current solutions borrowed from 
other fields lack a holistic understanding of cyber-physical security resilience in these complex systems, failing 
to establish the connection between IIoT network vulnerabilities and system dynamics to guide detection and 
control. In this talk, I will highlight my recent studies and future research directions related to manufacturing 
cyber-physical security and resilience from the following aspects: (1) Integrated Cyber-Physical Risk 
Quantification; (2) Data-Driven Cyberattack Identification; and (3) Learning-Based Resilient Control.
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