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BIOGRAPHY

Most sophisticated and persistent cyber attacks are primarily human-driven. However, current cyber 
defenses predominantly focus on technology—patching vulnerabilities or blocking suspicious 
activities—often neglecting the human element behind these attacks. Few defense and deception 
methods engage suspected attackers to understand their attributes, skills, or intentions, let alone 
influence their behavior within the network. This reduces the effectiveness of defense strategies 
against sophisticated human-driven threats.



Our ongoing work aims to identify cognitive vulnerabilities that attackers may encounter during their 
workflows and to develop methods that exploit this vulnerability to disrupt their success and 
increase the odds of detectability. Also, rather than merely detecting and blocking suspicious 
network activity, we are aiming to develop new defense approaches that increase the effort and 
resources attsackers must invest by influencing their decision-making. In this talk, I will describe our 
initial experiments aimed at identifying cognitive vulnerabilities in attackers, present results from 
these studies, and outline our future approach, including potential solutions and challenges.
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