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Abstract: Humans, just as much as technology, are at the crux of many of our cyber
security challenges, as both the problem and the solutions. Humans are the adversaries
who instigate attacks; the weakest-links who fall victims to exploitation; and the
defenders who can execute effective responses to emerging threats. Yet, we know very
little about human behavior in cyber security. In this talk, I will discuss my research on
dynamic decision making in the context of social engineering attacks (e.g., Phishing). This
talk will describe a new simulation paradigm developed for studying and modeling human
behavior in phishing attacks from both the attacker and end-user perspectives in which
the objective of the attacker is to increase error rate of end-user decision making through
persuasion and deception. I will present results from both qualitative and quantitative
analysis of the artificial phishing dataset generated using this methodology. Finally, I will
discuss follow-on research directions I plan to pursue through my new lab for behavioral
research in information and computer security (BRICS) that will use interdisciplinary
approaches to advance the behavioral science of cyber security.
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