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Abstract:  Phishing attacks are a cause of concern for everyone who rely on 
email communications. Phishing exploit cognitive weaknesses of people who are 
persuaded into performing insecure actions. One phishing email and one 
vulnerable person is all it takes for an attacker to succeed. Therefore, human 
factors research is necessary to understand the roots of deception in social 
engineering communications and how they may influence our decision making. In 
this talk, I will discuss experiments on dynamic decision making in the context of 
phishing. This talk will describe a new simulation paradigm developed for studying 
and modeling human behavior in phishing attacks from both the attacker and 
end-user perspectives in which the objective of the attacker is to increase error 
rate of end-user decision making through persuasion and deception. Finally, I will 
introduce follow-on research directions I am currently pursuing on spear-phishing 
and end-user phishing training.  
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